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CHILD SAFE DIGITAL TECHNOLOGY AND ONLINE ENVIRONMENTS

POLICY STATEMENT
Children’s safety and wellbeing are paramount at our service, including the safe use of digital technologies and online environments, included for children’s learning and development and maintaining records. Educators will ensure children are protected from inappropriate content, online risks, and any digital media or activity that may compromise their wellbeing, dignity, or personal information.
We recognise the use of technology, and the internet is a necessary part of everyday life, shaping the way we work, and the way children learn, communicate and play. To maximise the educational benefits and achieve the learning outcomes outlined in the National Quality Framework, our planning and program delivery will minimise the use of information technology in the weekly program. Our service is committed to providing as many activities as possible that encourage meaningful face to face interactions and build on social relationships.
CONSIDERATIONS
	Education and Care Services National Regulations
	84, 122, 162A, 166, 168, 170, 172, 175, 176

	National Quality Standard
	QA1, QA2, QA3, QA5, QA7

	Other Service policies/documentation
	· Programming & Evaluation
· Interactions with Children policy
· Child Protection

	Other
	· My Time, Our Place
· National Quality Standards
· ACECQA
· Television & Youth Children – Quality, choice and the role of parents: what the experts and parents say (2011)
· National ACECQA Model Code



PROCEDURES

a) Management will:
· Provide ongoing training and regular updates for educators on Child Protection to fulfil their roles effectively and to promote a culture of child safety and wellbeing and reduce any risk of harm to children.
· Keep up to date with legislative requirements for providing a child safe environment.
· Support educators to understand and implement practices that align with the National ACECQA Model Code and the service’s child safe practices for the use of electronic and digital devices for taking images or videos of children.
· Ensure the service confidentiality policy is adhered to by educators.
· Ensure there is no unauthorised access to service’s technology facilities (iPads, programs, software program etc.)
· Ensure all educators have appropriate log on details to provide secure location.
· Ensure educators understand they are not to use their personal mobile phones whilst on duty. They are to be stored in their personal lockers provided (see exceptions under National ACECQA Model Code).
· Ensure any images/videos of children are kept for documentation, assessment and rating purposes, and, where families have given consent, may also be used for promotion of the service (e.g. website, family newsletter, social media, flyers and community engagement materials). These images will be stored on a secure OneDrive location.
· 	Ensure families complete a photo/video permission section on the enrolment form before any images are taken.
· 	Maintain a register of children without photo/video permission, updated every 3 months and available to educators.
· 	Action any changes to family permissions immediately when notified in writing.
· Ensure all technological devices have current virus protection software installed.
· Any suspected or observed instances of cyberbullying or unsafe digital behaviour will be addressed immediately and in accordance with the service’s Behaviour Guidance and Child Protection policies.

b) Educators will:
· Comply with current legislation and keep up to date with the services policies, updates on child protection.
· Ensure active supervision of children when they are using digital technologies, including by monitoring and maintaining staff to child ratios.
· Ensure you understand the National ACECQA Model Code and the service’s expectations around the use of personal and service issued devices while at the service and seek guidance when needed from the nominated supervisor.
· Ensure personal mobile phones are stored away in the educator lockers (see exceptions in National model code)
· Only take photographs on the service iPads, mobile phone or cameras for the purpose of providing documentation and/or evidence for assessment and rating, these need to be uploaded onto the services secure one drive file location then deleted off the device.
· Keep passwords confidential away from children.
· Only access and modify files and data which they have authorisation to access.
· Recognise and respond effectively to children and young people when discussing the use of digital technologies and online environments, considering diverse needs and interests.
· Build on children’s learning and inspire the ongoing and enthusiastic acquisition of knowledge through technology and document their learning with projects.
· Will consider the content and message of films, TV programs, music, electronic games etc and other devices and discuss these with children when deciding what is acceptable for them to engage with at the centre.
· Educators should preview any films planned as part of the program.
· Children will be guided to develop digital media literacy, including understanding respectful online behaviour and seeking permission before capturing or sharing any digital media. Educators will model and discuss the importance of consent in digital settings.
· When selecting media, educators will be mindful of children’s diverse backgrounds and experiences, avoiding content that could be distressing or triggering for children who have experienced trauma.

c) Guidelines for use of technology
· The role of video, TV and multimedia games is given thoughtful consideration and will not form part of the main daily program. However, from time to time, the program may incorporate technology and will be kept to a minimum. Especially if the weather outside is not fit for regular activities.
· Programs must be carefully selected and be suitable to the needs and development levels of each child using or watching various types of technology or media.
· Technology is used to assist in expanding the content of the daily program only.
· Children must always be provided with a choice of other activities during the showing of a film or TV program and be appropriately supervised, even if the majority of children are watching the film/program.
· Only G and PG ratings are considered appropriate at the service or on excursions.
· All content will be socially and culturally considerate and appropriate.
· If children bring in any smart watches they must be in aeroplane mode or handed into the office as we cannot supervise what they are viewing.
· Educators are not responsible for children’s lost games or other equipment.
· Children and families may not take any photographs or videos on any personal electrical devices, including mobile phones, at the service or during excursions. 
· iPads and electronic devices used for school purposes may be handed to an educator for safe storage. Such devices will be securely placed in a locked storage compartment in the office area and handed to the child once they have been signed out of the service.
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